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What is EFF?  
 
The Electronic Frontier Foundation is a San 
Francisco-based international non-profit that 
defends civil liberties at the intersection of 
technology and the law.  
 
We advocate for transparency, free speech, 
privacy, and innovation.  
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New California Transparency Laws   
Three 2015 laws similarly require agencies to post 
transparency documents in “prominent” or “conspicuous” 
locations on their websites.  
 
S.B. 34 – Usage/privacy policies for Automated License 
Plate Readers (ALPR) 
 
S.B. 741 – Usage/privacy policies for cell-site simulators 
 
S.B. 272 – Inventories of “Enterprise Systems”  
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Usefulness of S.B. 272 
Privacy  
 - Allows citizens to know what data is 
collected on them  
 - Reveals surveillance programs and the 
companies behind them  

Transparency  
 - Allows citizens to know the types of data 
they might be able to request under the California 
Public Records Act 
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Crowdsourcing Compliance 

Volunteers surf government websites 
looking for the required disclosures. 
 
- Citizen Engagement 
- Quick compilation of documents 
- Evaluate compliance with a subjective 
“conspicuous” or “prominent” display 
requirement 
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California Database Hunt 

August 27, 2016  
EFF – Data Foundation – Sunlight Foundation  

 
Recruited volunteers across country 
Assigned them government agencies one at  time 
Directed them to Google Form to post links and 
observations 
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California Database Hunt Results 

 
4 hours – Sprint/hackathon 
40+ Volunteers from around the country 
680 Agency websites searched 
 Prioritized: Counties, Cities, Gov. Assoc., Transportation 
 Agencies, Airport agencies 

430 S.B. 272 catalogs located  
250 Agencies where catalogs not found*  
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Not found ≠ No Catalog. 
When a volunteer could not find a S.B. 272 catalog after 
10 minutes, we assigned a second volunteer to verify.  
 
If both volunteers could not find a S.B. 272 catalog, we 
marked it down as “not found.” 
 
Afterward, 12 agencies directly contacted EFF with links 
to S.B. 272 compliance documents.  
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Survey of Ease of Use  

When volunteers found a catalog, they were 
asked to rank how easy it was to find on a scale 
of 1-5, with 1 being difficult and 5 being very 
easy.  
 
AVERAGE SCORE: 4  
 
More than half of the agencies scored 5 
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Formats 
Of 440 agencies:  
 
PDF – 348  
HTML - 63 
Exportable in Multiple Formats – 14 
Excel/CSV – 13 
Microsoft Word – 1 
Google Doc – 1 
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City of Tustin  
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Newport Beach  
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City of Los Angeles 
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Issues  
Inconsistency with Sheriff/District 
Attorney/Recorder-Assessor 
Should county catalogs contain these, or are they independent 
agencies?  
 

Inconsistency in titles of documents  
Agencies used many different titles. “S.B. 272 Compliance,” 
“Database Catalog,” “Enterprise System Catalog,” “Enterprise 
System Inventory,” etc  
 

Inconsistency in formats  
PDFs were most common, but an unwieldy format 

 
 
 



 SB 272 Hearing, Oct. 7, 2016 

More Issues 
Inconsistencies in enterprise system inclusion: 
 
Dana Point--------------------5 systems disclosed 
Tustin---------------------------6 systems disclosed 
West Hollywood------------32 systems disclosed  
Anaheim----------------------40 systems disclosed 
San Francisco---------------51 systems disclosed 
Los Angeles------------------1,338 systems disclosed 
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More Issues 

Inconsistencies in descriptions of:  
 
 (3) A brief statement of the system’s 
purpose.  
 
 (4) A general description of categories or 
types of data. 
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West Hollywood 

San Francisco  
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Next Steps? 
Clarify how independently elected county-level officials 
(Sheriff/DA/A-R) should disclose S.B. 272 enterprise 
systems. 

Require specific titles/tags for inventories. 

Specify formats for production. 

Central state website for posting links. 

Clarify how purpose/types of data should be presented. 
Disclose whether data includes Personally Identifiable 
Information (PII) or not PII?  



 SB 272 Hearing, Oct. 7, 2016 

Questions 
Dave Maass 

Investigative Researcher 
Electronic Frontier Foundation 

415-436-9333 x 151  
dm@eff.org  

Twitter: @maassive 
 

For a list of 430+ catalogs, visit: 
https://eff.org/cadatabasecatalogs  
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