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Background Information

Financial Privacy: The Dissemination of Your Personal Information
Financial institutions such as banks, insurance companies and securities firms provide services that are essential to today’s consumer.  It is virtually impossible to function without a checking account and credit card, it is illegal to drive without car insurance, and it is imprudent to be without health insurance coverage and investment services.  To obtain these essential services, consumers must provide financial institutions with a substantial amount of personal information, and in the process of providing the services, the financial institutions collect a great deal more information.  This additional information includes detailed and sensitive data regarding purchasing habits, medical conditions and treatment, income and assets and other credit and lifestyle information.

This information has provided a useful source of income for some banks.  These banks provide customer information to third-party vendors who use direct mail and telemarketing to solicit the customers to purchase the vendors’ products, such as membership services, insurance products and credit card protection.

The information is usually provided pursuant to an agreement between the bank and the vendor.  Such agreements typically give the bank considerable control over the marketing program, including script and solicitation approval.  In addition, the solicitations mention the bank’s name very prominently, leading consumers to believe the product is either offered by the bank itself, or at least is backed by the bank in some way.  At the same time, the banks, in their agreements with the vendors, attempt to disclaim all responsibility for the marketing program or the products or services sold.  The banks, of course, receive compensation for the information provided, generally as a percentage of sales revenue.

Until approximately 1999, banks that provided customer information to third parties for marketing purposes sometimes provided a significant amount of personally identifiable financial data, including such information as current balance, credit line, payment history, encrypted account number, and dollar amount of purchases.  The practice now, however, is for the bank to use its customer data to determine which customers would be most likely to respond favorably to a particular product or promotion (profiling), and then provide those customer names and contact information (addresses and/or telephone numbers) to the third-party vendor, along with a randomly generated number for each customer.  Using such information, the third-party vendor (or its subcontractor) solicits the bank’s customers by direct mail or telemarketing. 

The banks use many of the same vendors (such as MemberWorks, Brand Direct, and Cendant) and the products, direct mail solicitations and telemarketing scripts are similar.  The products include various membership services focusing on such areas as home, garden, automobiles, medical or dental services and travel; insurance products; and products that ostensibly protect the consumer’s credit or insure against unauthorized charges.  

The offers are made via direct mail solicitations or telemarketing.  Direct mail solicitations prominently display the bank’s name.  Telemarketing scripts start out with a mention of the bank’s name and often do not disclose the actual vendor or caller name at the beginning of the call, even though required by law to do so.

The solicitation almost always starts off with touting a “trial offer” (described as “free” or risk-free”) which allows the consumer to examine the product/service and then cancel with no cost or obligation.  Solicitations often include some “gift” or “free” benefit as well, “just for trying our product for 30 days.”  An example of such a gift is the offer of airline tickets that are supposedly “free” and good on most major airlines.  In fact, such tickets generally cannot be used without purchasing a vacation as well.  

Although trial offers are characterized as being “free” or “no-risk,” in fact the consumer will be charged for the product unless s/he affirmatively cancels within a specified number of days.  This is often not made clear in the sales pitch; instead, scripts repeatedly refer to the offer as “free” or a “trial.”  

The so-called confirmation of the agreement to purchase virtually never involves verification that the consumer actually intends to buy the product and to have his/her account charged for the purchase price, and never includes asking the consumer for his or her account number.  Instead, the caller refers to the need to verify approval in order to process the membership and simply asks for information such as date of birth or address, followed by a reminder of the “free trial period.”  In other instances, the only “confirmation” consists of requesting verification of name or address to avoid any chance of a “clerical mistake.” 

The emphasis on the “trial” offer, the absence of any real confirmation of purchase, and the fact that the vendor does not have to ask for the consumer’s account number lead inevitably to consumers failing to realize they have just made a purchase.  Those consumers who ask whether the caller has the consumer’s account number may be told that the caller does not “personally” have “access to” the account number.  Although this is literally true, it may well be misleading since the vendor does have the ability to have the consumer’s account (usually his/her bank credit card) charged without obtaining that number from the consumer.

Banks’ payment processes may vary, but one method is for the bank to assign a randomly generated number to each customer whose contact information is provided to a third-party vendor.  When the customer “consents” to purchase the vendor’s product, the vendor provides the bank (or the entity that handles the bank’s credit card billing) with the customer’s name and/or the randomly generated number associated with that customer.  The customer’s bank account (usually a credit card, but sometimes a mortgage loan or other account) is then charged for the amount of the product.

Many of the programs sold also carry automatic renewals.  This means that, in addition to the automatic billing of the initial purchase, the consumer will automatically be billed for a renewal (generally annually) unless the consumer affirmatively cancels.

The committee will hear testimony from experts familiar with the current practices of the information sharing industry in an effort to better inform the public about the way their personal information is distributed.

Birth Certificates: A Story of Easy Access

The committee will hear testimony from key state and local officials who are responsible for the issuance of birth certificates. In addition, the director of the Department of Motor Vehicles will explain the role birth certificates play in the driver's license application process. Each witness has been asked to provide insights on how to prevent illegal use of this important public document. 

Problem: In September 2000 the Office of the Inspector General, Department of Health and Human Services, reported that valid birth certificates are involved in 85 to 90 percent of the birth certificate fraud encountered by the Immigration and Naturalization Services and Passport Services. Furthermore, California has upgraded the paper used for birth certificates to prevent people from altering the documents, but by making it more difficult to duplicate valid birth certificates, the state has only placed greater importance on possessing a valid certificate in creating a false identify. In brief, why counterfeit when it is so easy to obtain anyone's birth certificate? 

Birth certificates are a " breeder " document in that they open the door to other personal identifiers such as a driver's license, passport and social security card. There are various reasons why an individual would want to create a new identity with someone else's birth certificate. In some cases the motive is financial fraud while in others the person wants a new identity to escape child support payments, or to obtain a new driver's license due to numerous drunk driving convictions. Tragically, the events of September 11, 2001 have revealed that foreign terrorists had little trouble obtaining driver's licenses from DMVs in other states. 

There is little debate over the fact that birth certificates are easy to obtain. All California birth records are under the control of the State Registrar who is the director of Health Services, or the director's designee. Currently, the State Registrar is Michael Rodrian, chief of the Center for Health Statistics. Current law ( Health and Safety Code Section 102230) requires the Registrar to maintain a systematic index of birth records. The non-confidential aspects of a birth certificate are considered a public record and, as such, the Registrar treats the index, a compilation of basic birth information, as a record that may be shared with requestors. This sharing has enabled on-line private companies, such as RootsWeb.com, Inc., to put the California birth index on the Internet where for no charge browsers may find out the county and date of birth of an individual as well as that person's mother's maiden name. The index information can then be used to buy a certified birth certificate from the state or a county recorder that may be used to obtain a California driver's license.  The birth certificate and the license can then be used to obtain a United States passport. Anyone may buy someone else's birth certificate. Purchases may be made in person, by mail or through the Internet. 

There were about 1.4 million California birth certificates issued last year. About 1.3 million were issued by county registrars/recorders, while 100,000 were issued by the State Registrar. The number of annual births is around 500,000. So, there are many requests for birth certificates unrelated to a new birth. 

Medical Privacy--The Medical Information Bureau (MIB):
MIB Group, Inc., organized in 1902, is a non-stock, not-for-profit membership association of U.S. and Canadian life insurance companies incorporated in Delaware to provide information and database management services to the financial services industry.  The MIB web page states the following:

" (MIB) provides fraud protection services in order to protect insurers, policyholders and applicants from those who would attempt to conceal or omit information relevant to the sound and equitable underwriting of life, health, disability, and long term care insurance.  Fair pricing of insurance products is largely dependent upon accurate risk assessment, risk classification and risk selection.  And all of these are dependent upon obtaining accurate information from persons applying for insurance.

“ The vast majority of persons who apply for life, health, disability, and long term care insurance are honest and forthright in their answers to questions on insurance applications and medical exam forms concerning any medical conditions they currently have as well as their health histories. That would additionally include information on any other hazards to which they may be exposed at work or at play. Unfortunately, a relatively few attempt to circumvent the process. In doing so, they increase the costs of the insurance company, which, in turn, may result in reduced dividends for existing policyholders and increased premiums for applicants. By detecting or deterring those few, MIB acts as a behind the scenes advocate for most persons who are seeking to purchase life, health, disability, and more recently, long term care insurance.”

Since life insurers and health insurers may be connected financially, they are allowed to share information under current federal law. The purpose of the hearing is to determine what medical information is stored and how is it shared and used. The committee wants assurances that someone denied life insurance will not be denied individual health insurance or be forced to pay a higher premium because MIB data was shared with health insurers.

